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Personnel - Certified/Non-Certified

Rights, Responsibilities and Duties

Acceptable Computer Network Use

The following rules and guidelines for acceptable network use, and "Network Etiquette," are not all inclusive.  The Redding Public Schools reserve the right to respond to any abuse or misuse of the privilege of network access at their discretion, including withdrawal of network privileges and/or disciplinary action.  Users may be aware that their abuse or misuse of the network may also result in civil or criminal liability.

Rules of Acceptable Use

1. All electronic information resources shall be used for educational purposes only.

2. Incidental personal use of school computers is permitted as long as such use does not interfere with the employee’s job duties and performance, with system operations or other system users.

3. Users will not damage the computer hardware, software, or network in any way.

4. Users will act responsibly, ethically, and legally while using the computer network.

5. Users will respect the privacy of others.

6. Users will not disclose any personal information about themselves or others while accessing the Internet

Guidelines for Use

Staff who wish to use electronic services and networks that are available to them may do so provided that they:

1. Read, agree to, and abide by the Acceptable Use Policy

2. Sign the Acceptable Use Agreement contract

3. Submit the completed contract to the Director of Technology

Privilege

The use of electronic resources, including the Internet, is a privilege, not a right, and inappropriate use will result in cancellation of these privileges and/or other disciplinary action.  Use of the Internet must be in support of education and research consistent with the objectives of the Redding Public School System.  All users are expected to exercise common sense and good judgment.  The Superintendent of Schools or designee will determine when use is inappropriate and may deny, revoke, or suspend usage and take other appropriate disciplinary action, up to and including termination.  The educational value and adherence to acceptable use of the Internet shall be the responsibility of the employees of the Redding Public Schools.
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Guidelines to Prevent Loss of Computer Privileges or Disciplinary Action

1. Do not use the computer to harm other people or their work.

2. Do not damage or vandalize the computer or the network in any way.

3. No hacking.  Do not interfere with the operation of the network.

4. Do not violate copyright laws.  Respect the intellectual properties of others.

5. Do not view, send, print, or display offensive or threatening messages, web sites or pictures

6. Do not trespass in another's folders, works, or files.

7. Do notify the building administrator immediately if you encounter materials which violate the rules of acceptable use.

8. Be prepared to be held accountable for your actions and the loss of privileges and/or disciplinary action if the rules of acceptable use are violated.

Network Etiquette

You are expected to abide by the generally accepted rules of network etiquette (Netiquette).

1. Be polite. Never send, or encourage others to send, abusive messages.

2. Use the appropriate language.  Do not use swear words, vulgarities or any other inappropriate language.

3. Do not engage in any illegal activities.

4. Privacy.  Do not reveal any personal information, the home address, personal telephone numbers, or credit card numbers of yours or your colleagues.

5. Password.  Do not reveal your password to anyone.  Never use another person's password regardless of having their permission to do so.

6. Electronic mail.  E-mail is not guaranteed to be private.  Others may read anything you send.  Messages relating to or in support of illegal activities must be reported to the authorities.

7. Disruptions. Do not use the network in any way that would disrupt the use of the network by others such as viruses, vandalism, tampering, etc.

8. Ownership.  All communications and information accessible via the network should be assumed to be private property.  Copyright laws must be observed.
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Vandalism

Vandalism is defined as any malicious attempt to harm or destroy any computer equipment or data of another user or any other networks that are connected to the system.  This includes, but is not limited to the uploading/downloading or creation of computer viruses.  Any vandalism will result in the restriction of use and the possible loss of computer services, disciplinary action and may result in legal action and/or responsibility for monetary damages.  Violations may include, but are not limited to intentional installing of a computer virus, trespassing, intentional altering or tampering with folders, work files or date of another user, unauthorized use of another user's folders or network, interfering with the operation of the network by physically damaging or installing illegal software, or legal software, shareware, or freeware without authorized permission.  Users should be prepared to be held accountable and responsible for their actions and for the loss of privilege if the Rules of Appropriate Use are violated.  Any observable breach of security should be reported to administration personnel.

Warranties

Redding Public Schools makes no warranties of any kind, neither expressed nor implied for the Internet access it is providing.  The school system will not be responsible for any damages users suffer, including, but not limited to loss of data resulting from delays or interruptions in service.  The school system will not be responsible for the accuracy, nature, or quality of information gathered through the Redding Public Schools provided Internet access.  Use of any information obtained via the Internet is at your own risk.  The school system will not be responsible for personal property used to access school system computers or networks or for school system provided Internet access.  The Redding Public Schools will not be responsible for unauthorized financial obligations resulting from school system provided access to the Internet.

The Redding Public Schools reserve the right to amend, modify or retract any and all of the foregoing policy statements at any time in their sole discretion, with or without advance notice to employees.

Regulation approved:  November 6, 2001
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Employee Form

EMPLOYEE COMPUTER AND INTERNET USE

ACKNOWLEDGMENT FORM

No employee shall be allowed to use the school computers or the Internet until he/she has signed and returned this acknowledgment.

I have read policy 4118.5/4218.5 - Acceptable Computer Network Use and its Administrative Regulations - Acceptable Computer Network Use and understand their terms and conditions.

____________________________________________  _____________________________

Employee Signature
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